
Alinion Sentinel 
Our Commitment to Customer Security 

User Level  
Alinion Sentinel provides  
powerful password protection 

that can matches your internal  

standards for management 

and use. 

Application Level   
Sentinel’s powerful roles and 
permission technology restricts 

access AND functionality to 

authorized users only. 

 

Network Level  
We transmit securely by  
encrypting information in the 

same method that is used to 

protect credit card data as it 

moves over the Internet. 

Facilities Level  
Alinion Sentinel is managed at 
a world-class data center that 

has SAS 70, Type II  

Certification.  Our customer 

data is stored safely in a data 

center that is reviewed every 
ninth months for adherence to 

security practices and  

standards. 

Alinion Sentinel Security Overview 
Security is critical for any organization. 
 
Alinion, as a Software-as-a-Service provider, recognizes this critical need.  We 

recognize the customer’s concerns in accessing their own data on servers 

managed by another party.  While there was a time when mission-critical data 

would not have been entrusted to a third party, current technology can  

alleviate that fear.  Security and privacy concerns are a consideration for any 

IT environment, regardless of where it resides.  This is why Alinion, like other 
successful SaaS providers, have gone to extraordinary measures to ensure 

the security, privacy and integrity of its customers’ data.  Alinion ensures that 

customers have complete control and secure access to their critical data.  The 

security offered by Alinion equals or exceeds that of most corporations’ own, 

in-house data services. 

 
At Alinion, we recognize that our customer’s security concerns are real and 

must be addressed.  Security is a multidimensional business imperative that 

we consider at every level, from security of our Alinion Sentinel™ application 

to the network configurations we use to transmit information to the physical  

facilities from which it is served.  Alinion is fully committed to providing our 

clients the most advanced and secure computing environment available.  We 

address security at five levels: 

Access protection to the  

application 

 

Security of transmission of data 
 

Support for our customer’s  

security policies and programs 

 

Serving Sentinel from a highly 

secure audited data center 
 

Functionality that restricts access 

to information from within the 

application to authorized users 

only 

Our data and application security programs are designed to give customers 

peace of mind that their information is accessible anytime, anywhere in a  

secure, safe computing environment.  At Alinion, we will continue to use the 

most advanced technologies and product design to our customer’s the most 
cost-effective, efficient and reliable service solutions for managing and  

monitoring the documents and business processes vital to their business. 
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Passwords and Password Management 

Our SAS70 Type II Certified Data Center 

Alinion customer servers reside in a SAS70, Type II data 

center operated by industry hosting leader Rackspace of 

San Antonio, Texas. SAS 70 is a standard defined by the 

American Institute of Certified Public Accountants.  It means 
that RackSpace can demonstrate that it has adequate  

controls and safeguards as it hosts and processes the data 

belonging to you; and that an independent accounting firm 

has examined these controls and safeguards and certified 

that they are being rigorously followed and adhered to. The 

control objectives are designed to protect both Rackspace 
and your assets and information within their data centers 

and offices. 

 

The audit evaluates Rackspace's controls pertaining to its 

service delivery and operations, infrastructure maintenance, 

customer implementation, change management, back up of 
programs and data files and logical and physical data center 

access. A SAS 70 Type II certification is not a “checklist” 

audit.  Auditors are required to follow AICPA audit standards 

for field work, quality control and auditing. To meet the 

AICPA SAS70 Type II standards, the Rackspace data center 

is audited every nine months by a major independent ac-

count firm and its management control system is evaluated 
for actual effectiveness over a period of time. A copy of the 
audit is available to Alinion customers.   

Sentinel assigns a unique user log-in name and password 

for every registered user on the system.  Password log-ins 

are managed by system administrators in both the user table 

and resource record.  The passwords themselves are  
automatically encrypted when transmitted to Alinion’s secure 

server at our SAS70 Type II data center.  While users can 

choose their own password and have the ability to change 

password at their discretion, administrators can override the 

password entry of any user and change it, allowing the  

organization to always maintain control of access to the  
system. 

 

Alinion Sentinel has a comprehensive password  

management console allowing administrators to fully match 

your corporate password standards.  From the console,  

administrators can set password lengths, disallows and 
groups, expiry policies, expiry filters and warning  

notifications for expirations. 

Alinion makes available to its customers SSL 

certificates, which is the leading security  

protocol on the Internet. SSL (Secure Socket 

Layers) creates an encrypted connection for 
sending data across the internet.  It offers the 

same data protection used to send credit card 

information. SSL means that your browser has 

examined the signed certificate received from 

the Alinion server site and determined it to be 

authentic. Secret keys have been computed at 
both ends of the connection and all the  

information you enter online is encrypted before 

being sent to the server. 

Data Transmission 

Sentinel’s allows users to manage passwords and 
access to the system. 

Roles and Permissions restrict access to data 
AND functionality. 
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For more information, contact us at 

4115 Blackhawk Plaza Circle     Suite 100       Danville, CA 94506 
Alinion and Alinion Sentinel are registered trademarks of Alinion, Inc.  Copyright Alinion 2007.  All rights reserved. 

sales@alinion.com (877) 525-4646 www.alinion.com 

Alinion empowers regulated organizations to dramatically improve 

and simplify how you manage and monitor the documents and  

processes controlling your business.  Our innovative Alinion  

Sentinel software-as-service helps you quickly take command and 
control by improving efficiency, reducing operating costs,  
enhancing visibility and consolidating information.  It is easy to use 

and cost-effective to run.  Sentinel integrates powerful document 

control with process management, providing you with a closed-loop 

system for  

TM About Alinion 

Document Control and Management 

Roles and Permissions 

Sentinel’s powerful roles and permissions  
functionality creates four different levels of  

access to information and functionality within the 
system. 

Alinion Sentinel is a role driven application in that the role and  

assigned permissions for that role are restricted to specifically  

defined data AND functionality.  Roles are defined and maintained 

by administrators on an easy to use screen console.  System  
administrators quickly establish a role and a series of permissions 

that allows read, write or no access to various functional  

components in the Sentinel system.  By defining permissions for 

each role, administrators can restrict access to functionality as well 

as data. 

Alinion Sentinel has powerful document management capability 

with corresponding document security and control.   Documents 

are stored and controlled in three different functions: private  

process folders; the Document Library; and special document work 
folders. The ability to access documents is determined both by role 

and permission, both individual and organizational.  The owners of 

processes and private document folders can create a series of 

access permissions that govern another user’s ability to access 

and then read or write to private documents.  

 
Sentinel controls the issues of document access versus security, 

providing the customer complete confidence in both the security 

and integrity of documents.  Sentinel provides the ability to archive 

and conceal historical documents as well as delete, under very 

strict authorization, documents that are no longer needed.   

Document management and security are key functions of Sentinel, 
designed to fully facilitate the critical document and information 

needs of Alinion’s customers.  

Sentinel contains a powerful set of rules 

that allow administrators and other  

authorized users to fully restrict and protect 
data that resides in the system.   

Administrators can restrict access to certain 

functionality that limits the users the ability 

to enter and manipulate data.  Sentinel  

allows certain users to view information, but 

not alter it.  This is defined within roles and 
typically based on functionality.  It may also 

be based on process permission granted by 

a process owner. 

 

Process owners can establish access  

permissions to specific users outside of the 
normal permission rules established for a 

role.  The process owner can extend read 

or write permission based on a specific 

need or requirement.  This is done within 

overall role permission of the user and can 

apply to specific components within the 

process.   

On-Screen Data Protection 
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